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Decision/action requested

SA3 is requested to include this proposal in the TR 33.855
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Rationale

In the existing 5G SBA OAuth 2.0 based service access authorizaiton framework, the lowest granularity of access control is at the service level. The “scope” claim in the access token conveys the allowed services that the NF service consumer is allowed to access.

Each service manages a set of resources, each with a defined set of operations, but access and update to a NF service is only regulated at the service level. There is no way to check whether the NF consumer is authorized to access specific datasets/resources accessible via the service.
Discussion paper [4] proposed a solution that included “allowed resources” as an additional claim in the access token. 
This pCR adds a solution to TR 33.855 based on the proposal in that discussion paper. 

4
Detailed proposal

*** BEGIN CHANGES ***
6.z
Solution #z: OAuth 2.0 based resource level authorization of NF service consumers
6.z.1
Introduction

This solution addresses KI #Y: Resource level authorization of NF consumers.
6.z.2
Solution Description
The basic idea is to enhance OAuth 2.0 procedures to convey additional information in the JSON Web Token, that enables the NF producer or SeCoP (in Indirect communications) to verify whether the requesting NF is authorized to access resources/datasets managed by the NF producer.
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Figure 6.z.2-1 Access token request for accessing resources within the NF

1.
The NF service consumer requests an access token from the NRF. The request includes the NF Instance Id(s) of the NF service consumer, expected NF service name(s), expected NF resource(s), NF type of the expected NF producer instance and NF consumer. 

NOTE: Expected resource name is also included when the access token request is for a particular NF producer instance. 

2.
The NRF authorizes the NF service consumer. It shall then generate an access token with appropriate claims included. 

3.
The claims in the token shall include the NF Instance Id of NRF (issuer), NF Instance Id of the NF Service consumer (subject), NF type of the NF Service producer (audience), expected service name(s) (scope), allowed resources (allowedResources) and expiration time (expiration).

NOTE: The claim “allowedResources” contains the resource URI(s) of the data set(s)/resource(s) the consumer is allowed to access. If this claim is absent, it means that the NF service consumer is free to access all the resources within the NF.

4. The NRF sends the access token with the allowed resources to the NF service consumer.

The NF producer/SCP checks if the “allowedResources” claim is present, and accordingly grants access to only those resources present in this claim.
6.z.3
Solution Evaluation
Editor’s Note: Evaluation is FFS
*** END CHANGES ***
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